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Abstract

LiQuor is a tool for verifying probabilistic reactivesys-
temsmodelledProbmela programs, which are termsof a
probabilistic guaded commandanguage with an opera-
tional semanticsbasedon (finite) Markov decision pro-
cessesLiQuor providesthefacility to performa qualitative
or quantitativeanalysisfor ! -regularlinear timeproperties
by meansf automata-basethodelchedking algorithms.

1 Intr oduction

State-transition-graphsith probabilisticand nondeter
ministic branching(Markov decisionprocessesjrisenatu-
rally as operationalmodelsfor probabilisticreactive sys-
tems, such as distributed systemswith randomizedcoor
dination mechanismsgommunicatiorprotocolsthat oper
ateon unreliablechannelor protocolsfor processes/here
stochasti@assumptionsboutthe frequeng of interactions
with theervironment(e.g.auser)areavailable. Formalver-
ibcationof probabilisticreactive systemgypically requires
checkinggualitatve andquantitatve propertiesTheformer
meanscheckingwhethera certainpath-eentholdsalmost
surelyunderall schedulerswhile the taskof a quantitatve
analysigs to checkwhethera given(lower or upper)prob-
ability boundfor a certainpath-e/entcanbe guaranteedor
all schedulingpolicies.

The model checking tool LiQuor, short for OLnhear
time Qualitative/Quantitatve analysisof reactie systemsO,
senes to computeminimal or maximal probabilities for
I -regular path-propertief a probabilistic reactve sys-
tems. E.g. it canbe usedto verify for a randomized
leaderelectionalgorithmthatthe probabilityto Pndaleader
within 5 roundsis boundedelaw by 0.095 for any schedul-
ing policy. Specialalgorithmshave beenimplementedo
treat qualitative propertiesstatingthat a linear time prop-
erty holdsalmostsurely The modellinglanguagecalled
Probmela[BCGO04], is a dialectof SPIN@ input language
Promela(seee.g.[Hol03)).
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Figure 1. Organization of LiQuor components

2 Curr ent featuresof LiQuor

Input language and internal representationof the sys-
tem model. LiQuor® input languageProbmela provides
a simple and intuitive formalism to repesenthe beha-
ior of the processeghat run in parallel and might com-
municateover sharedvariables,by CSP-like handshaking
over synchronoughannnelsor by asynchronousnessage
passingover FIFO-channels.Probmelaprovidesstandard
conceptsof imperatve programminglanguagessuch as
conditionalor repetitve commandsvith (possiblyoverlap-
ping) boolearguardsdeterministicandrandomizedssign-
ments,a probabilisticchoiceoperatorandcommunication
actions. The given ProbmelaprogramP is brst compiled
into an XML-basedintermediatdanguage called PASM,
which specbesthe MDP-semanticvl of P by meansof
a bytecode-basedAVA-lik e virtual machineand senesas
startingpoint for the DFS-basedan-thefy constructiorof
the reachabldragmentof the systemto be analyzed.The
usercanusea GUI-basedapplication(Cocktail) to specify
variousmodel checkingparametersand initiate the trans-
lation betweenProbmela and PASM (seebg. 2). It is
alsopossibleto simulatethe modelin a singlestepmanner
usingthe (alsoGUI basedgpplicationAppetizer. During
simulationdatalik e the currentvariableevaluationsandthe
programlocationis displayed.
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Implementedmodel cheding algorithms. LiQuor relies
ontheautomata-basezpproactio modelchecklineartime
propertie§VW86, CY95, dA97]. The given LTL-formula
" istranslatednto adeterministidRabin-or Streetiautoma-
tonA, usingthetool ItI2dstar [KBO5] whichis linkedwith
LiQuor via the graphicalinterfaceDecaf. The latter pro-
videsa PASM-representationf A, . Usingthe PASM-code
for the Probmelaprogramandthe automatonLiQuor then
appliesan DFS-basedconstructionof the product-MDP
M ! A, andcalculatesits end components. Theseare
strongly connectedsub-MDPssuchthat, onceenteredan
end componeniC, a schedulercan enforcethe computa-
tions to stayinside C forever andto visit all its statesin-
Pnitely oftenalmostsurely To checkRabinandStreettac-
ceptancdn a qualitatve settingit sufecesto analyzethe
end componentdy meansof graphalgorithms. For the
guantitatve analysis,the maximal or minimal probabili-
tiesfor reachinganacceptingendcomponenarecomputed
by meansof a linear program. In LiQuor, the computa-
tion of the (maximal) end componentselies on an itera-
tive calculationof stronglyconnectedcomponentgSCCs)
[CY95, dA97] with a variantof Tarjan®SCC-algorithm.
Althoughthe worst-caseompleity is quadratidn thesize
of the product-MDR our experimentalkstudiesshav thatin
mostcase®nly afew iterationsaresufbcient. For thequal-
itative analysiswhereonly the existenceor non-&istence
of areachabl@acceptingendcomponenhasto bechecled,
severalheuristicsareimplementedn LiQuor thatallow for
Oearlytermination(i.e., abortionbeforethe computation
of all acceptingmaximal end componentss completed).
The linear programsrequiredfor the quantitatve analysis
aresolvedin LiQuor eitherby the Simplex-algorithm (us-
ing theexternaltool Ip-solve) or by aniterative algorithmin
thestyleof valueiteration. Thelatterturnedoutto bemuch
fasterandmoreappropriatéo handlelarge statespaces.

3 An examplecasestudy

Several casestudieshave beenperformedwith LiQuor
to analyse,e.g., randomizedmutual exclusion and leader
electionalgorithms. We brief3y reporthereon anexample
thatconcerngheUMTS synchronizatioprocedur@andhas
beenaddresseth cooperatiorwith amajortelephonecom-
pary. Theservicestructuran UMTS is dividedin domains
Whenthe user(e.g. by usingan UMTS enabledmobile
phone)usesadomain(i.e. makesa voice phonecall or ini-
tiatesaninternetconnectionthe phoneusesatempoal key
for authentpcationto the network. Thesekeys areobtained
from the network in a bundleof severalkeys (calledbatc)
whenneededandare - amongmuch other parametersgor
encryptiorandsafetypurposes equippedvith atimestamp
(i.e. apreciseclock value).Eachkey is for oneusagen it@
domainonly andstoredafterusagdn ajoint buffer (key ta-
ble). The UMTS protocolrequiresthat only keys areused

slots | rounds | states | constr | iter. | time |  perror

10 30 151885| 15157 | 546 | 85s | 0.0255851
20 40 182835| 23397 | 768 | 141s| 4,2-10 ©
32 50 220445| 227556| 1077| 216s| 1,45-10 8

Figure 2.results for formula "error

slots | states | time | prail
10 | 125775| 13s 1
20 | 627295| 99s 1

Figure 3. formula! " error

thatarewith respecto the attachedimestampnewer (the
keyword for UMTS expertshereis key freshnesgsthankeys

that are alreadystored(and thereforeused)in the buffer.

Becausef detailsthebuffer protocolandbecausef thein-

dependenitey generatiomechanism$or eachdomainit is

possiblethata key is to be usedthatis (with respecto the
attachedimestamp)plderthanakey insidethe used-hiffer

and thereforeviolatesthe freshnescondition. This case
is calledsyndironization-failue andrequiregettisoningall

unusedkeys (becausdt is assumedhatthey all violatethe
freshnessonditionaswell) andobtaina batchof new keys.

It would beundesirabldor the network operatorof this sit-

uationoccursvery often. We specbedall relevantprotocol
featuresusing Probmela andusedprobabilitiesfrom the
provider® databaseo specify assumptionsiboutthe user
behaiour. Somebasicresultsaregiven in tables(seebg-

ures2 and3).

References

[BCGO4] C. Baier, F. Ciesinski, and M. GreSer Probmela:
a modelinglanguagefor communicatingprobabilistic
systems. In Proc. of the SecondACM-IEEE Inter-
national Confeenceon Formal Methodsand Models
for Codesign(MEMOCODE) pagess7b66.JEEE CS
Press2004.

C. Courcoubetisand M. Yannakakis. The comple-
ity of probabilisticveribcation. Journal of the ACM,
42(4):857D9071995.

L. de Alfaro. Formal Verification of Probabilistic Sys-
tems PhD thesis,StanfordUniversity Departmenof
ComputerScience1997.

G. Holzmann. The SPINModel Cheder, Primer and
RefeenceManual AddisonWesley, 2003.
JoachinKlein andChristelBaier. Experimentawith de-
terministicw-automatdaor formulasof lineartemporal
logic. volume3845,pagesl 99D2122005.

M. Vardi and P. Wolper An automata-theoretiap-
proachto automaticprogramveribcation (preliminary
report). Proc. LICSO8fages332D3441986.

[CY95]

[dA97]

[Hol03]

[KBO5]

[VW86]



