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Abstract

LiQuor is a tool for verifyingprobabilistic reactivesys-
temsmodelledProbmela programs,which are termsof a
probabilistic guarded commandlanguage with an opera-
tional semanticsbasedon (finite) Markov decisionpro-
cesses.LiQuor providesthefacility to performa qualitative
or quantitativeanalysisfor ! -regular linear timeproperties
bymeansof automata-basedmodelcheckingalgorithms.

1 Intr oduction

State-transition-graphswith probabilisticandnondeter-
ministic branching(Markov decisionprocesses)arisenatu-
rally as operationalmodelsfor probabilisticreactive sys-
tems,suchas distributed systemswith randomizedcoor-
dinationmechanisms,communicationprotocolsthat oper-
ateonunreliablechannelsor protocolsfor processeswhere
stochasticassumptionsaboutthe frequency of interactions
with theenvironment(e.g.auser)areavailable.Formalver-
iÞcationof probabilisticreactivesystemstypically requires
checkingqualitativeandquantitativeproperties.Theformer
meanscheckingwhethera certainpath-eventholdsalmost
surelyunderall schedulers,while thetaskof a quantitative
analysisis to checkwhethera given(lower or upper)prob-
ability boundfor acertainpath-eventcanbeguaranteedfor
all schedulingpolicies.

The model checking tool LiQuor, short for ÓLinear
time Qualitative/Quantitativeanalysisof reactive systemsÓ,
serves to computeminimal or maximal probabilitiesfor
! -regular path-propertiesof a probabilistic reactive sys-
tems. E.g. it can be used to verify for a randomized
leaderelectionalgorithmthattheprobabilityto Þndaleader
within 5 roundsis boundedbelow by 0.095 for any schedul-
ing policy. Specialalgorithmshave beenimplementedto
treatqualitative propertiesstatingthat a linear time prop-
erty holdsalmostsurely. The modellinglanguage,called
Probmela[BCG04], is a dialectof SPINÕs input language
Promela(seee.g.[Hol03]).
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Figure 1. Organization of LiQuor components

2 Curr ent featuresof LiQuor

Input language and internal representationof the sys-
tem model. LiQuorÕs input languageProbmela provides
a simple and intuitive formalism to repesentthe behav-
ior of the processesthat run in parallel and might com-
municateover sharedvariables,by CSP-like handshaking
over synchronouschannnelsor by asynchronousmessage
passingover FIFO-channels.Probmelaprovidesstandard
conceptsof imperative programminglanguages,such as
conditionalor repetitivecommandswith (possiblyoverlap-
ping)booleanguards,deterministicandrandomizedassign-
ments,a probabilisticchoiceoperator, andcommunication
actions. The given Probmela-programP is Þrst compiled
into an XML-basedintermediatelanguage,calledPASM,
which speciÞesthe MDP-semanticsM of P by meansof
a bytecode-basedJAVA-lik e virtual machineandservesas
startingpoint for theDFS-basedon-the-ßy constructionof
the reachablefragmentof the systemto be analyzed.The
usercanusea GUI-basedapplication(Cocktail) to specify
variousmodelcheckingparametersand initiate the trans-
lation betweenProbmela andPASM (seeÞg. 2). It is
alsopossibleto simulatethemodelin a singlestepmanner
usingthe(alsoGUI based)applicationAppetizer. During
simulationdatalike thecurrentvariableevaluationsandthe
programlocationis displayed.
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Implementedmodelchecking algorithms. LiQuor relies
ontheautomata-basedapproachto modelchecklineartime
properties[VW86, CY95, dA97]. The given LTL-formula
" is translatedintoadeterministicRabin-or Streettautoma-
tonA ! usingthetool lt l2dstar [KB05] whichis linkedwith
LiQuor via the graphicalinterfaceDecaf. The latter pro-
videsaPASM-representationof A ! . UsingthePASM-code
for theProbmela-programandtheautomaton,LiQuor then
appliesan DFS-basedconstructionof the product-MDP
M ! A ! and calculatesits end components.Theseare
stronglyconnectedsub-MDPssuchthat, onceenteredan
end componentC, a schedulercan enforcethe computa-
tions to stay insideC forever andto visit all its statesin-
Þnitely oftenalmostsurely. To checkRabinandStreettac-
ceptancein a qualitative setting it sufÞcesto analyzethe
end componentsby meansof graphalgorithms. For the
quantitative analysis,the maximal or minimal probabili-
tiesfor reachinganacceptingendcomponentarecomputed
by meansof a linear program. In LiQuor, the computa-
tion of the (maximal)end componentsrelies on an itera-
tive calculationof stronglyconnectedcomponents(SCCs)
[CY95, dA97] with a variant of TarjanÕs SCC-algorithm.
Althoughtheworst-casecomplexity is quadraticin thesize
of theproduct-MDP, our experimentalstudiesshow that in
mostcasesonly a few iterationsaresufÞcient.For thequal-
itative analysiswhereonly the existenceor non-existence
of a reachableacceptingendcomponenthasto bechecked,
severalheuristicsareimplementedin LiQuor thatallow for
ÒearlyterminationÓ(i.e., abortionbeforethe computation
of all acceptingmaximal end componentsis completed).
The linear programsrequiredfor the quantitative analysis
aresolved in LiQuor eitherby the Simplex-algorithm(us-
ing theexternaltool lp-solve)or by aniterativealgorithmin
thestyleof valueiteration.Thelatterturnedout to bemuch
fasterandmoreappropriateto handlelargestatespaces.

3 An examplecasestudy
Several casestudieshave beenperformedwith LiQuor

to analyse,e.g., randomizedmutual exclusionand leader
electionalgorithms.We brießy reporthereon anexample
thatconcernstheUMTS synchronizationprocedureandhas
beenaddressedin cooperationwith amajortelephonecom-
pany. Theservicestructurein UMTS is dividedin domains.
When the user(e.g. by using an UMTS enabledmobile
phone)usesa domain(i.e. makesa voicephonecall or ini-
tiatesaninternetconnection)thephoneusesa temporal key
for authentiÞcationto thenetwork. Thesekeysareobtained
from thenetwork in a bundleof severalkeys (calledbatch)
whenneededandare - amongmuchotherparametersfor
encryptionandsafetypurposes- equippedwith atimestamp
(i.e. apreciseclockvalue).Eachkey is for oneusagein itÕs
domainonly andstoredafterusagein a joint buffer (key ta-
ble). TheUMTS protocolrequiresthatonly keys areused

slots rounds states constr. iter. time per r or

10 30 151885 15157 546 85s 0.0255851
20 40 182835 23397 768 141s 4, 2 · 10" 6

32 50 220445 227556 1077 216s 1, 45 · 10" 8

Figure 2. results for form ula " er ror

slots states time pf ai l

10 125775 13s 1
20 627295 99s 1

Figure 3. form ula ! " er ror

that arewith respectto the attachedtimestampnewer (the
keywordfor UMTS expertshereis key freshness) thankeys
that are alreadystored(and thereforeused)in the buffer.
Becauseof detailsthebuffer protocolandbecauseof thein-
dependentkey generationmechanismsfor eachdomainit is
possiblethata key is to beusedthat is (with respectto the
attachedtimestamp)older thanakey insidetheused-buffer
and thereforeviolatesthe freshnesscondition. This case
is calledsynchronization-failureandrequiresjettisoningall
unusedkeys (becauseit is assumedthat they all violatethe
freshnessconditionaswell) andobtainabatchof new keys.
It wouldbeundesirablefor thenetwork operatorof this sit-
uationoccursveryoften.We speciÞedall relevantprotocol
featuresusingProbmela andusedprobabilitiesfrom the
providerÕs databaseto specifyassumptionsaboutthe user
behaviour. Somebasicresultsaregiven in tables(seeÞg-
ures2 and3).
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